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ABSTRACT 
A new era of visible and sharable electricity information 
is emerging. Where eco-feedback is installed, households 
can now visualise many aspects of their energy 
consumption and share this information with others 
through Internet platforms such as social media. Despite 
providing users with many affordances, eco-feedback 
information can make public previously private actions 
from within the intimate setting of the family home. This 
paper represents a study focussing specifically on the 
privacy aspects of nascent ways for viewing and sharing 
this new stream of personal information. It explores the 
nuances of privacy related to eco-feedback both within 
and beyond the family home. While electricity 
consumption information may not be considered private 
itself, the household practices which eco-feedback 
systems makes visible may be private. We show that 
breaches of privacy can occur in unexpected ways and 
have the potential to cause distress. The paper concludes 
with some suggestions for how to realise the benefits of 
sharing energy consumption information whist effectively 
maintaining individuals’ conceptions of adequate privacy. 
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INTRODUCTION 
Recent enhancements in home energy monitoring allow 
for household electricity usage information to be 
visualised and shared in real time.  Many eco-feedback 
systems now facilitate the sharing of fine-grained 
electricity use information with separately located friends 
through online platforms and social media (Foster et al., 
2010, Petkov et al., 2011). Such an ability to easily view 
and share real-time usage information from the household 
and sub-household level has not previously existed in the 
history of suburban electrification. Thus, a new era of 
visible and sharable energy-use information has arrived.  
This new era provides a stark contrast to the widely held 
conceptualisation of electricity as a thoughtless, private 
and invisible entity (Faruqui et al., 2010). Traditionally, 
householders only received information about their 
electricity use upon the arrival of their unitemised 
quarterly bill, which provides no information regarding 
which appliances or which family members have 
contributed to the total. Unless the householder chooses 
to share the amount they pay for their electricity with 
others, much of a given family’s electricity consumption 
is invisible to people beyond the home. Thus, aside from 
matters concerning the periodic intrusion of the meter 
reader, it is not surprising that terms such as ‘privacy’ and 
‘security’ have not been used in the same sentence as 
‘electricity use’ in previous decades. This is no longer the 
case. 
The emerging standard of visible and sharable electricity 
consumption information empowers families with 
multiple avenues to measure, share, discuss and learn 
how to better manage and reduce their usage (Grønhøj 
and Thøgersen 2011, Hargreaves et al., 2013). Yet on the 
other hand, analysis of a household’s real-time electricity 
consumption information can also provide considerable 
insight into many otherwise private household practices 
such as whether a family is home, awake or asleep, 
cooking, watching TV or whether an alarm system is 
activated (Efthymious and Kalogridis 2010, Quinn 2009). 
Disclosure of this information has the potential to 
compromise the privacy of the household, causing 
embarrassment or loss of security. This information 
stream which was previously of little concern to the 
householder, must now be managed according to 
decisions made and deemed appropriate by each family. 
As such, these nascent ways of receiving, disclosing and 
sharing electricity information give rise to privacy as a 
serious consideration (Quinn 2009, Rodden et al., 2013) 
and a priority for HCI designers (Froehlich et al., 2012).  
In this paper we look at privacy in relation to energy 
consumption information. This paper is (to the best of our 
knowledge) the first in the field of eco-feedback to focus 
specifically on privacy, rather than treating privacy as an 
observation or an afterthought (Erickson et al., 2013, 
Froehlich et al., 2012, Riche et al., 2010). We observe the 
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ways in which energy consumption information is 
received, appropriated and shared within and beyond the 
family home; exploring what role privacy plays in 
facilitating, defining or limiting this sharing. We find that 
the new forms of energy-use information provided by 
eco-feedback have the potential to give rise to privacy 
concerns, however these concerns may be managed with 
careful design. In our setting of Australia, where the key 
technologies that facilitate visible and sharable electricity 
information (namely eco-feedback and smart metering) 
are still far from ubiquitous, this research exploring 
organic practices of sharing in the relative absence of 
these technologies is ideally situated for informing future 
designs. 
LITERATURE REVIEW 
Defining the concept of privacy  
Privacy is an inherently difficult concept to define due to 
its broad and varied application. How it is construed and 
given meaning by people depends largely upon the 
context to which it is applied (Dourish and Anderson 
2006, Radke et al., 2011). Traditionally, privacy has been 
considered as the right to maintain control over one’s 
environment and information and to enjoy freedom from 
intrusion and embarrassment (Goodwin 1991). As such, 
privacy management in the past has been conceptualised 
as a series of rational choices about users deciding 
whether to disclose certain information based on the risks 
and benefits of that particular disclosure (Dourish and 
Anderson 2006, Iachello et al., 2005). 
HCI authors however argue for a more social and fluid 
reading of privacy than these rationality-based 
representations (Barkhuus 2012, Dourish and Anderson 
2006).  
“As a dynamic process, privacy is understood to 
be under continuous negotiation and 
management” (Palen and Dourish 2003, 
pp.129). 
These more social readings of privacy examine the 
discourse as grounded in individual contexts, dynamic, 
and governed by changeable norms, values and practices 
(Dourish and Anderson 2006, Palen and Dourish 2003). 
In accepting privacy as a socially embedded concept, it is 
important that it is not viewed as a static entity, 
considering the extent to which social norms and patterns 
of use develop around new technology and change over 
time (Belotti and Sellen 1993). As a means of capturing 
its social and dynamic nature, Dourish and Anderson 
situate privacy within a broader framework of ‘collective 
information practices’: 
“The ways in which we collectively share, 
withhold, and manage information; how we 
interpret such acts of sharing, withholding and 
managing and how we strategically deploy them 
as part and parcel of everyday social 
interaction”, (Dourish and Anderson 2006, pp. 
335). 
This reading contends that providing adequate privacy is 
less about controlling or regulating the flow of 
information and more about understanding how “social 
action is sustained and reproduced” through these flows 
(Dourish and Anderson 2006, pp.323). A fundamental 
finding of this line of work is the importance of paying 
attention to peoples’ evolving collective information 
practices and to match system design and development to 
support and these practices (Radke et al., 2011). 
Privacy in the new era 
In relation to the new era of electricity information, the 
discussion of privacy in the literature tends to focus on 
the two technologies that give rise to electricity as a 
visible and sharable stream of personal information: 
smart meters and eco-feedback.  
Smart meters represent replacements for the traditional 
household electricity meters which automatically transmit 
consumption data to the energy utility at pre-set intervals. 
As a result of this automated transmission of potentially 
sensitive data off-site, a considerable body of privacy and 
security literature is directed at smart meter information 
distribution and access protocols, data transmission, 
encryption and communications security Efthymious and 
Kalogridis 2010, Quinn 2009). However, being more 
interested in the social context of privacy and in the 
visualisation of energy, we limit our focus in this paper to 
eco-feedback. 
Eco-feedback typically consists of the measurement of 
electricity usage from one or more circuits or appliances 
in a given house, with information accessed via a 
computer or tablet, or fed back to a situated display 
within the home (Foster et al., 2010, Froehlich et al., 
2012, Hargreaves et al., 2013). While eco-feedback has 
enjoyed considerable attention from HCI researchers over 
recent years (Faruqui et al., 2010, Froehlich et al., 2010, 
2012, Hargreaves et al., 2013, Grønhøj and Thøgersen 
2011, Petkov et al., 2011, Schwartz et al., 2013), much of 
the enquiry is aimed at testing its ability to facilitate 
behaviour change (Faruqui et al., 2010, Froehlich et al., 
2010) and better engage people with their energy 
consumption (Grønhøj and Thøgersen 2011, Hargreaves 
et al., 2013). Privacy does not represent a central line of 
enquiry in these studies.  Where privacy is mentioned, it 
is generally examined in the context of ‘considerations’ 
or ‘challenges’ as opposed to a starting point for analysis. 
As such, privacy in the design of eco-feedback has been 
highlighted as a specific knowledge gap in HCI research 
(Froehlich et al., 2012) and one that this paper seeks to 
address directly. 
Eco-feedback- privacy within and beyond the home 
Two settings in which eco-feedback may be a potential 
source of privacy concern, are: (1) within the home (for 
instance one family members’ activities being made 
visible to other family members) and (2) beyond the home 
(for instance privacy concerns around personal 
information being becoming public. 
Privacy relating to eco-feedback within the home 
The family home is described as a private and intimate 
setting, comprised of connected yet heterogeneous 
stakeholders “who may have competing priorities and 
different tolerances for what is acceptable and useful” 
(Choe et al., 2011, pp.1). The introduction of a new 
technology such as eco-feedback into a family constitutes 
a “breach” of the order of the home and something that 
will be used and appropriated in different and potentially 
conflicting ways by different household members 
(Hargreaves et al., 2013, Strengers 2013).  
Past privacy research on eco-feedback in the home has 
generally involved a focus on prototypes rather than 
actual lived experiences with eco-feedback (Grønhøj and 
Thøgersen 2011). Froehlich et al., (2012) investigated 
participants’ attitudes towards different potential eco-
feedback visualisation options for household water use, 
including a “per occupant” visualisation option. Findings 
suggest that the manner in which the information is 
displayed affects perceptions of privacy, with most 
privacy concerns among participants directed at their 
intentionally provocative “per occupant display”. In a 
separate study, Riche et al., (2010) ran participatory 
design activities in order to explore the design 
requirements for always-on eco-feedback and enquired 
about participants’ privacy concerns. Although privacy 
emerged as less of a concern for participants compared to 
aesthetics, access to information and display readability, 
it was found that the positioning of the screen could 
potentially represent a privacy concern on account of the 
household’s energy consumption information being made 
available to visitors. 
Two commonalities exist among these studies:  Firstly, 
all utilise ‘participants’ as the focus of analysis, rather 
than the family as a whole. Whole-of-family approaches 
to privacy or eco-feedback, where the opinion of all 
family members is sought are uncommon, despite the 
family-situated nature of eco-feedback (Grønhøj and 
Thøgersen 2011, Strengers 2013). Secondly, both studies 
questioned participants, somewhat hypothetically, about 
their privacy preferences in the absence of a working 
prototype, as opposed to observing the lived experiences 
of privacy associated with a given technology deployment 
in the home. Such findings are questioned by Barkhuus 
(2012) who argue that approaching privacy simply in 
terms of when or with whom people are willing to share 
information does little to uncover the nuanced and 
contextualised nature of privacy in practice. Privacy 
implications of such research, therefore, are difficult to 
generalise beyond the context of the specific study 
(Barkhuus 2012). As such, in this paper we focus on 
privacy as it occurs through lived experiences.  
Privacy relating to the sharing of eco-feedback information 
beyond the home 
Recent HCI work broadens the study of eco-feedback to 
arenas beyond the home; investigating the sharing of 
energy related information online and through social 
media such as Facebook (Foster et al., 2010, Mankoff et 
al., 2010, Petkov et al., 2011). Regarding the collective 
information practices of social media disclosure more 
broadly, Waters and Ackerman (2011) examined the 
practices of sharing content on Facebook. This study 
found that users almost always chose to self-censor the 
content they shared on Facebook such that their posts 
were acceptable to their entire network of friends, rather 
than utilising privacy settings to in order to share content 
only with certain friends or groups of friends. 
In relation to energy consumption, Mankoff et al., (2010) 
undertook a study of sharing energy consumption 
information over social media. They state several 
participants raised privacy issues, regarding their friends’ 
capacity to view certain electricity consumption-related 
actions associated with their profile. Here raw electricity 
consumption amounts were not shared, only “actions” 
that could reduce consumption, suggesting that 
consumption aggregates may be less private in nature 
than the actions that contribute towards them. In two 
further studies involving sharing energy-related 
information online (Foster et al., 2010, Petkov et al., 
2011), while privacy was mentioned, it did not represent a 
concern for participants beyond embarrassment: “the risk 
of failure in front of your friends” Foster et al., 2010, 
pp.4). Notably, however, participants in these studies 
were either known to each other (Foster et al., 2010) or 
were young “technology savvy” males (Petkov et al., 
2011) and both papers focused on the information sharing 
as a source of motivation and competition rather than 
privacy itself.  
Attempts by researchers to facilitate sharing eco-feedback 
information between strangers, or through alternative 
communication channels, have not been as successful 
(Erickson et al., 2013). These authors report that the 
“chat” function of their non-competitive autonomous eco-
feedback trial was hardly used. Interestingly, this was 
despite 54% of their participants saying they had 
discussed their electricity use with other people during 
the trial; indicating the sharing instead occurred along 
friends or family lines. 
Knowledge gap and design intention 
In summary, it can be seen that while privacy has not 
generally been conceptualised as a concern in the context 
of eco-feedback information, it is also apparent that few 
eco-feedback studies attempt to unpack issues of privacy 
in great depth. Furthermore, where findings regarding 
privacy are made, they are not always easily transferrable 
beyond the context of the given study or prototype 
(Barkhuus 2012)  
The aim of this paper is to provide design inspiration for 
future eco-feedback platforms and research through 
observation of how privacy emerges through the sharing 
of eco-feedback information both within and beyond the 
family home. We distil our findings into a list of four 
suggestions for how design may best enable people to 
take advantage of the benefits of sharing energy-related 
information without compromising privacy. 
METHOD 
Following previous design research into eco-feedback in 
the wild (Erickson et al., 2013, Grønhøj and Thøgersen 
2011, Schwartz et al., 2013), we conducted two separate 
qualitative studies involving 58 households in total. The 
methodology different slightly between the two study 
groups, however, both involved a mixture of qualitative 
interviews and video. The two studies are explained in 
more detail below. An aim common to both studies was 
   
to explore the ways in which privacy emerges through 
collective information practices. As such, we focused 
more on understanding the ways in which energy was 
consumed as a normative and social process in the home 
(Strengers 2008, Strengers 2013). Throughout the process 
we learned to avoid presenting participants with 
hypothetical or ‘willingness to share’ scenarios, looking 
instead at lived experiences of eco-feedback and how 
privacy emerged through these lived experiences.    
Study Group 1 
Study Group 1 (SG1) was comprised of representatives 
from 23 households from five suburbs of Brisbane, 
Australia. Participants were sourced through a mixture of 
recruitment by a local community member, letterbox 
dropping and third party contacts. Of the 23 participants, 
the majority were females (n=18), owned their house 
(n=17), were married or in a de facto relationship (n=20) 
had children living at home (n=18) and were in their 30’s 
or 40’s (n=16). Notably, 18 of the 23 SG1 households 
were in possession of a simple energy monitor, obtained 
as part of a subsidised government sustainability 
initiative. Most of these had been installed for at least 12 
months at the time of the interviews (see Figure 1, left) 
 
Figure 1: Energy monitors fitted in: 18 of the 23 SG1 
households (left); and in the 35 SG2 households (right) 
The methodology for SG1 involved qualitative semi-
structured interviews of approximately 60 minutes in 
length with one or more representatives from all 
households. In all but three cases the interviews began 
with a short video recorded ‘tour’ of the house in order to 
gain insight into electricity use in the home. Inspired by 
Ylirisku and Buur (2007), video was used as a tool for 
capturing and analysing the “mundane” everyday 
interactions with appliances which can be valuable in 
understanding the social context of electricity 
consumption. Interviews were designed to solicit 
information related to: (1) what feedback the participant 
received on their electricity consumption- whether it was 
helpful and what it was used for; (2) the factors impacting 
the decision-making process behind the purchase of major 
appliances, and; (3) if, when, why and how information 
related to electricity consumption was shared with others. 
Despite privacy not being an initial focus of the SG1 
interviews, responses from participants quickly prompted 
the inclusion of privacy-related questions. 
Study Group 2 
The second study group (SG2) were representatives from 
35 households who had opted to take part in a 12 month 
trial of a wall-mounted eco-feedback display. The 
methodology for SG2 involved pre-install interviews with 
all 35 households, followed by a self-authored video 
exercise approximately six months after the installation of 
the eco-feedback systems.  All 35 SG2 participants lived 
within a new housing development located 63km south of 
Brisbane in the Gold Coast hinterland. Each participant 
owned their own home and lived in houses that were less 
than 10 years old. Participants were predominantly 
between 25-44 years old (n=25), were married or de facto 
(n=33) and had children living at home (n=29). 
Interviews 
Interviews lasted approximately 20-30 minutes and were 
conducted at the same time as a pre-install wiring 
assessment by the installers. Thus at the time of the 
interview, all SG2 participants were aware that their 
soon-to-be installed eco-feedback systems would provide 
them with detailed visual information on their electricity 
consumption via a 7 inch wall-mounted tablet display 
(see Figure 1, right). Participants were also aware that the 
eco-feedback unit would periodically send de-identified 
consumption data to a server accessible to the installation 
company. Participants were asked about their motivations 
for participating in the trial, who they shared energy 
consumption information with, their children’s attitudes 
to electricity use (if applicable), why they chose the exact 
position for their Ecosphere unit and whether privacy 
played a role in this choice. Specific privacy-related 
questions included: whether electricity consumption was 
private information to them and whether they minded 
having their de-identified electricity consumption totals 
made visible on a screen in the sales centre in the 
community (as was the original plan for the eco-feedback 
trial).  
Self-authored video 
The self-authored video deployment took place with a 
sub-section of the original SG2 participants 
approximately six months following the installation of the 
eco-feedback systems. Small portable video cameras were 
deployed to 12 of the 35 SG2 households with instruction 
for all family members to answer five questions related to 
the use of their eco-feedback system. This method of 
inviting families to self-author their own videos proved 
useful in: (1) developing a longitudinal picture of eco-
feedback use, (2) including the whole family (rather than 
one representative of that family) in the design process, 
and; (3) exploring the intimate setting of the family home 
through the eyes of the families themselves, without the 
intrusion or presence of researchers (Ylirisku and Buur 
2007). 
Analysis 
Interviews were transcribed verbatim from the audio and 
from the videos. We utilised an iterative thematic 
approach to analysis according to Liamputtong and Ezzy 
(2005), where transcripts were read and re-read, with data 
coded into emergent themes and later into sub-themes and 
categories. Following this process, the self-authored 
videos were viewed by the whole research team with 
different scenes or “moments” selected and then 
discussed and categorised into both existing themes from 
the interview thematic analysis and alternative themes 
where appropriate.  
RESULTS 
This section provides an overview of the uncommon and 
unexpected ways in which privacy concerns arose in 
relation to energy use. Privacy on the whole was not 
conceptualised as a major concern among the large 
sample. However where privacy breaches did occur, they 
did so in varied and unexpected ways that were difficult 
to anticipate and involved undesirable consequences for 
those affected. The relationship between privacy and 
electricity use was found to be bi-directional, with 
electricity use giving rise to privacy concerns, as well as 
existing privacy concerns affecting electricity use. 
Underscored throughout the interviews was the role that 
the home played as a physical boundary between public 
and private information; between controlled and 
uncontrolled. As such we present our findings along the 
two central themes of Home and Beyond, namely: (1) 
privacy related to energy use within the home and (2) 
privacy related to energy use beyond the home. Our focus 
is on how, when and why people share information 
related to electricity and the ways in which sharing 
information may lead to breaches of privacy. 
Home and Beyond: privacy related to energy-use 
information within in the home 
The stage for much of a family’s energy consumption, the 
home, is an intimate and private entity (Choe et al., 
2011). This was underscored early on in the interview 
process in several ways prior to any mention of electricity 
consumption. For example, many participants in Study 
Group 1 (SG1) and several in Study Group 2 (SG2) 
apologised for the messiness of their home as we were 
shown in. Our initial treatment of video in the ‘tour’ of 
the home of the SG1interviews had to be reconfigured to 
close-ups only, after two of the initial four participants 
expressed unease at themselves or parts of their home 
being filmed.  
An example emerged of energy consumption information 
giving rise to privacy concerns within the family home: 
As part of her self-authored video, a university-aged 
daughter of SG2P7 highlighted how her family’s eco-
feedback system had caused her previously private 
actions to become visible to her parents: 
“I don’t really seem to be that fond of it [the 
eco-feedback] because it picks up when I put the 
air conditioning on, every second of every day, 
which Dad and Mum then come home to see 
what’s been going on and they can obviously 
very clearly see when I’ve used the air con” 
(Daughter, SG2P7) 
In this family, the energy-conscious father enjoyed being 
able to better attribute energy use and “educate the rest of 
the family” (Father, SG2P7). For the daughter, however, 
her parents’ ability to analyse and comment on her air 
conditioning use had come as an unexpected and 
bothersome side effect of the eco-feedback; a system she 
cared little for, nor used regularly. This highlights the 
differing conceptions of privacy between family 
members; what was a useful analytical tool for the father, 
was an unwelcome breach of privacy for his daughter. 
This also demonstrates the value in examining privacy 
through lived experience, as it is unlikely this daughter 
could have foreseen the potential privacy breach prior to 
the install of the eco-feedback.  
Eco-feedback in the home- showing it off 
Most participants were unconcerned about the display of 
their electricity consumption information in a highly 
trafficked area of their home. In SG2, 29 of the 35 
participants were questioned about whether they minded 
their soon-to-be installed eco-feedback display presenting 
their electricity consumption information to the rest of 
their household and to visitors. None of these participants 
were concerned, with several saying it would be quite the 
opposite; a “conversation starter” or something to “show 
off”: 
“When we had our eco-system installed we had 
it installed centrally located to the front door, so 
it captivates the visitor’s eye as they come on in 
and we explain the system to them. They’re 
pretty impressed that it can read the power 
sources. We give them a little bit of a 
demonstration” (Wife of SG2P13- self-authored 
video) 
This comment illustrates that the ability to show off the 
display to visitors represented a priority in the positioning 
of the eco-feedback system, in the apparent absence of 
concern over the information it would broadcast.  
In SG1, 18 of the 23 participants owned a much simpler 
wireless energy monitor when compared to the more 
comprehensive ‘Ecosphere’ installed in SG2 (refer Figure 
1 above). This ‘cent-a-meter’ style monitor owned by the 
SG1 participants provided only aggregate household 
electricity consumption information on a digital display, 
with none of the data logged or shared. SG1 participants 
were not asked specifically about privacy aspects 
associated with their monitors, however when this topic 
did arise in conversations, participants were unconcerned 
about their electricity consumption being made visible to 
the house. However, to what extent this lack of concern 
was a product of the widespread difficulty we observed 
with participants making sense of the readings provided 
by these simple digital monitors is unclear.  For this 
reason, although on face value it appears that privacy is 
not an issue within the home for owners of simple energy 
monitors, we hesitate in asserting this too strongly and 
suggest instead that further research is necessary into the 
relationship between privacy and energy literacy.  
Home and Beyond: privacy related to energy-use 
information beyond the home  
In studying privacy associated with energy-use 
information beyond the home, we look at whether and 
how electricity information is shared between friends and 
neighbours. Of particular interest to this research was the 
fact that neither of the eco-feedback devices installed by 
our SG1 and SG2 participants offered a built-in 
mechanism for socially sharing electricity information, 
like those of (Erickson et al., 2013, Mankoff et al., 2010, 
Petkov et al., 2011). This provides an opportunity to 
observe what (if any) energy-related information people 
choose to share themselves organically in the context of 
   
their everyday interactions, as opposed to when the 
sharing is prescribed by an eco-feedback intervention. 
This allows consideration of how eco-feedback design 
may best support these organic collective information 
practices. We split our findings here into: (1) how people 
shared energy-use information unrelated to their eco-
feedback such as bills and appliances; (2) how people 
shared information related to their eco-feedback itself; 
and (3) how privacy breaches related to energy 
information occurred beyond the home.  
Sharing energy information unrelated to eco-feedback 
beyond the home 
Participants from SG1 and SG2 were asked whether and 
with whom they shared information and anecdotes related 
to their electricity bill. Almost all participants from both 
groups mentioned they routinely discussed their 
electricity bill with their husband or wife. However, a 
lower number (61% of SG1 participants and 71% of SG2 
participants) at least occasionally shared the amount they 
paid for electricity with others outside of the home. The 
purpose of sharing with friends or neighbours generally 
represented a means of comparison, particularly if they 
had an unexpectedly high bill.  
For most participants, energy bills were not a source of 
privacy concern. Only five participants from both groups 
considered energy bills as a private matter and for three 
of these five, the dollar value of the bill represented more 
of an issue than the kilowatt hour consumption amount. 
 “Yeah I guess I wouldn’t want people to know 
how much the bill cost, but I wouldn’t mind them 
knowing around about how much energy we use. 
I suppose they could go to the trouble of working 
it out themselves, but it’s just one step removed” 
(SG1P15) 
Interestingly, this was not the case for her husband, who 
on overhearing the conversation mentioned “I’ve got no 
problems with it at all. None at all”. Although electricity 
bill information was not always shared with others 
outside the home, many participants enthusiastically 
discussed their electrical appliances without inhibition. 
Where appliances were discussed, it was not their energy 
consumption that was important, but their functionality, 
aesthetic appeal and others people’s experiences of them. 
These types of conversations typically arose shortly 
before or after the purchase of a new appliance. 
“If we see them (friends) on the weekend we 
might talk about appliances, but not about 
energy. Like that glass kettle, (husband) bought 
it for me for my birthday... It’s very exciting 
because you can see the water boiling” (SG1P7) 
“There were three of us ladies in (the shop) and 
we were all looking at the same ones ‘cos 
Delonghi have brought out a new range (of 
toasters), so three of us stood there for about 
half hour saying “ooh that’d be nice” and it was 
mainly about colour and design and that” 
(SG1P14) 
These comments highlight both the ease and enjoyment 
obtained through sharing information about appliances 
and the implicit disconnect between appliances as 
functional and fun objects and their role as individual 
contributors to an unexplainably high electricity bill. 
Face-to-face conversations were by far the most common 
means of socially sharing this type of information. 
However, some participants in SG1 also noted they 
would occasionally share information related to 
electricity such as issues concerning electricity utilities or 
bills through a community Facebook group which they 
were members of. This Facebook group was specific to 
the area in which 18 of the 23 SG1 participants lived. 
While participants noted that electricity issues did not 
often form a central point of discussion in this group, of 
most interest to us as researchers was the amount of trust 
placed in the online community by its users. Privacy 
concerns did not surface during discussions around this 
Facebook group and people accessed it as part of their 
everyday Facebook use. This type of community 
Facebook page does not currently exist for SG2 
participants and social media was not identified as a 
medium for sharing information related to energy 
consumption by anyone from SG2.  
Sharing information related to eco-feedback beyond the 
home 
We asked SG1 participants about their attitudes towards 
sharing real-time electricity consumption information 
online as part of a social media-based consumption 
comparison tool, which we aim to later pilot as a design 
intervention. From answers to this question, it became 
apparent to us the highly contextual nature of privacy and 
thus the importance of examining lived experiences rather 
than asking (as we had ourselves in this case) more 
hypothetical “what if” questions of participants. Thus 
unsurprisingly, participants lacked confidence in their 
responses, which were tempered by a number of factors 
related to the context of the sharing. These factors 
included control over whether the data was anonymous or 
attributable, who had access to the data, what software or 
social network their data would be shared on and what 
communications infrastructure was utilised. Responses 
also highlighted the difficulty experienced by participants 
in answering questions about a scenario they had not yet 
experienced: 
“I don’t know how I’d use that information. 
Knowing that Joe Bloggs or whoever is similar 
to us, knowing that their washing machine uses 
less electricity... I would find it hard to 
consolidate that information into something 
useful” (SG1P16) 
This finding provides further support for the argument 
that privacy is best approached through the study of lived 
experience as opposed to temporally static preferences or 
asking questions around willingness to share.  
During the SG2 self-authored video exercise which was 
conducted several months following the SG2 eco-
feedback installs, little evidence emerged of families 
sharing the information provided to them by their eco-
feedback beyond the family home. Exceptions to this 
were instances of participants explaining the system to 
interested visitors, friends or colleagues when it came up 
in conversation. Responses suggested that sharing 
information related to the eco-feedback systems generally 
mirrored that of sharing information related to other 
household appliances. Namely, that the eco-feedback may 
come up in conversations in the context of everyday life, 
explaining what their new toy did to friends and how 
useful it was, but no SG2 participant mentioned sharing 
or comparing actual readings from their eco-feedback 
with others.  
Privacy breaches beyond the family home 
The complex nature of privacy in relation to energy 
consumption was underscored by the rare but significant 
breaches of privacy which occurred beyond the walls of 
the family home. Not only did energy consumption 
information give rise to a breach of privacy, but in a 
separate instance, a pre-existing privacy concern was 
found to affect a families’ energy consumption itself. 
One participant from Group 1 spoke of the distress her 
friend Kay (name changed) had experienced due to a loss 
of control over her electricity information data. In this 
case, Kay’s husband had improvised a system such that 
he could monitor the household electricity consumption 
real time from his computer at work. 
“So he monitors it all on his thing (computer) 
and it drives her insane!  So she thinks it’s 
dreadful, she feels violated all the time, cos’ his 
workmates will be walking past his desk. One 
even called her one day saying ‘Wow Kay, your 
power is going through the roof!’”- (SG1P14) 
While this story was told with humour, the example 
underscores the consequences of an inadvertent loss of 
control of information once it leaves the home and the 
multitude of factors affecting the severity of the breach. 
Kay may have been comfortable with only her husband 
accessing their house’s electricity consumption, but not 
his colleagues. Similarly, the violation may be 
exacerbated for Kay because at that time (during working 
hours), all of the house’s energy use was attributable to 
her, being the only adult at home with young children.  
In another instance, rather than the visualisation of energy 
use giving rise to privacy concerns, a pre-existing privacy 
concern impacted upon the energy use of a family. In this 
instance, a participant preferred to dry clothes 
mechanically indoors, rather than on the washing line 
outdoors: 
“Yes we do have a washing line out there, but 
it’s..... I don’t like the next door neighbours 
seeing our clothes. If it was out the back I guess 
I wouldn’t care but because it’s near the front. I 
don’t like it.”- (SG1P18) 
In this example it was not the energy consumption 
information itself which affected privacy. Rather, a pre-
existing privacy concern over neighbours seeing her 
clothes can be seen to affect the families’ energy use 
through an increased reliance on mechanical clothes 
drying.  
DISCUSSION 
Our findings provide a snapshot of how information 
related to electricity is conceptualised and shared as part 
of everyday practice and how privacy emerges through 
these practices and lived experiences. On the whole, 
privacy was not generally conceptualised as a major issue 
concerning energy-use information among our 
participants. However, where privacy breaches did occur, 
they were found to be unexpected and upsetting. We do 
not expect the breaches we observed to be widely 
replicated, or generalisable, rather, our intention is to use 
these findings to highlight the varied, unexpected and 
potentially distressing nature of privacy breaches in this 
context and thus the imperative of careful consideration 
by designers. 
Furthermore, based on the findings, we contend that 
people are poorly placed to anticipate potential privacy 
concerns before they occur. The fact that people are 
generally unconcerned about privacy in relation to their 
energy consumption may exacerbate this and make 
people even less likely to anticipate potential breaches 
before they happen. Energy consumption information is 
not often considered private unless it exposes actions or 
patterns of living that are considered private by specific 
users. This underscores the highly nuanced nature of 
privacy in practice and provides support to authors such 
as Barkhuus (2012) who suggests that approaching 
privacy in terms of when and with whom people are 
willing to share information is of limited use in 
uncovering these nuances.   
This research also found that sharing energy-related 
information among friends in a trusted environment 
represented a source of learning and enjoyment among 
participants. This exemplifies a promising case for design 
in this setting, namely, how can design best realise the 
benefits of sharing energy-related information without 
compromising the heterogeneous privacy expectations of 
users? We use the remainder of this section to outline 
four design suggestions to this end, based on findings 
from this study and those in the literature, continuing with 
the themes of within and beyond the home. 
Design Suggestion 1: Within the home- A whole of 
family approach to privacy 
We suggest that eco-feedback research may benefit from 
re-framing the focus of investigations from single 
‘participants’ to whole families. A family’s electricity 
consumption is made up of the combined actions of 
multiple family members, each with different habits, 
attitudes, routines, peculiarities and conceptions of 
adequate privacy (Strengers 2013). However, much 
privacy (Choe et al., 2011, Iachello et al., 2005) and eco-
feedback Faruqui et al., 2010, Mankoff et al., 2010, 
Petkov et al., 2011) research focuses on individual 
participants (most often, the primary user of the 
technology) rather than attempting to integrate all the 
members of a family into research (Grønhøj and 
Thøgersen 2011, Strengers 2013). Our findings suggest 
that attitudes towards electricity use differ between 
   
individuals within a given family, for example SG1P15 
considering the amount they paid for electricity to be 
private, while her husband couldn’t care less. 
Furthermore, what is considered private information to 
one family member (for example air-conditioning usage 
for the daughter in SG2P7) may not be private and may in 
fact be very useful information for another family 
member. The influence of existing family dynamics on 
these conceptions of privacy is important, as the air 
conditioning usage information would not be a privacy 
concern to the daughter, if her father did not use the eco-
feedback for the purpose of checking up on her. As such, 
many nuances of eco-feedback privacy in the family 
home may be much less likely to be picked up by 
researchers if only one family member participates.  
For this reason we suggest that a priority for privacy 
research in the family home and eco-feedback research 
more generally, is to re-focus design research on all 
family members rather than single ‘participants’. Our 
methodology of self-authored video interviews represents 
one potential means of achieving this.  
Design Suggestion 2: Within the home- Exploring 
privacy through lived experiences 
Privacy is a highly personal and contextual construct 
(Barkhuus 2012). Our findings suggest that people are 
poorly positioned to anticipate potential privacy concerns 
prior to their occurrence or without lived experience of a 
system. Kay (quoted above), for example, would have 
been unlikely to anticipate that the arrangement with her 
husband’s remote access to the electricity consumption of 
the house would result in his colleagues being able to 
identify and comment on her in-home activities. It is also 
unlikely that the daughter of SG2P7 could have 
anticipated prior to the installation, that the eco-feedback 
system could be used by her parents to identify exactly 
when she had used the air conditioning when home alone.  
For this reason we advocate that future eco-feedback 
privacy research focuses on lived experiences of families 
with eco-feedback as opposed to questioning users’ 
hypothetical willingness to share in the absence of an eco-
feedback installation. This recommendation is in line with 
privacy literature in HCI which outlines the importance of 
moving away from the conceptualisation of privacy as a 
temporally static construct (Barkhuus 2012, Dourish and 
Anderson 2006, Palen and Dourish 2003). More 
specifically we suggest that future work in the area looks 
closer at whether and how family members might attempt 
to hide their own consumption, or uncover their other 
family members’ energy consumption and how this 
influences family dynamics. For example, will parents 
look back after a night’s sleep and see if their children 
turned on the air conditioning when it’s not hot enough? 
Or used their computers overnight when they should be 
sleeping? Conversely, will children attempt to hide this 
type of consumption from their parents or siblings, 
perhaps by running their laptop on battery power after the 
time at which they are supposed to be in bed? While we 
have provided some preliminary evidence for these types 
of inter-family ‘monitoring’, exploring eco-feedback 
privacy within the home through lived experience in this 
way is an area deserving of much future research. 
Design Suggestion 3: Beyond the home- Encouraging 
information sharing while maintaining privacy- 
“packets” of data  
Sharing energy-related information beyond the home 
represented a useful means of sharing experiences, 
normative comparison and social contact for many of our 
participants. The fact that our participants reported 
gaining benefit from sharing information related to bills 
and appliances implies a potential to empower users in 
their consumption choices through sharing their energy 
information. This type of sharing in the literature has 
been linked to user engagement, empowerment and 
positive energy saving results, particularly when eco-
feedback is tied to social media (Darby 2006, Foster et 
al., 2010, Petkov et al., 2011). As such, we advocate the 
promotion of sharing energy-related information through 
the existing channels of communication such as social 
media to best mirror the collective information practices 
that we observed organically, in the absence of eco-
feedback. Social media has been utilised as a platform for 
sharing eco-feedback information in the past (Foster et 
al., 2010, Mankoff et al., 2010) and is one that many of 
our participants and those in other studies (Foster et al., 
2010, Petkov et al., 2011, Waters and Ackerman 2011) 
were comfortable using as an everyday communication 
tool.  
However, notwithstanding the considerable benefits 
offered by sharing electricity information online and 
despite the fact that users of social media in our sample 
generally appeared to trust the platform, sharing over 
social media still implies a much lesser degree of control 
over access once it is shared compared to other forms of 
communication (Waters and Ackerman 2011). The 
importance of maintaining adequate privacy in sharing 
transactions is underscored by the potentially distressing 
consequences of a privacy breach in this context; for 
example Kay feeling violated after her husband’s 
colleagues accessed her energy-use information and 
telephoned her. The challenge for designers here is 
realising the benefits of sharing electricity-related 
information whilst allowing users the ability to maintain a 
standard of privacy acceptable to them. 
One means of doing this might be to encourage users to 
modify the content of the energy information they share 
such that they are comfortable with it reaching a wider 
audience. Research suggests that collective information 
practices regarding privacy on social media involves 
users choosing to censor the content of the posts that they 
share with everyone, rather than using privacy settings to 
restrict which friends they share a given post with 
(Waters and Ackerman 2011). As such, we believe that 
encouraging people to maintain control over their eco-
feedback information by means of limiting who they do 
or do not share with, may be of little benefit.  Instead, 
design effort may be better spent on affording people the 
means to censor their information to a form or granularity 
such that they are comfortable sharing it with anyone. 
This includes design ensuring that eco-feedback systems 
provide information that is malleable enough to be 
disaggregated or organised into appropriately detailed 
“packets” of data by users and informing users how and 
why this may be done. As an example, someone wanting 
to know whether their refrigerator is running efficiently 
need only share consumption data specific to the power 
circuit to which the fridge is connected and only perhaps 
6 - 12 hours’ worth of data. Thus rather than providing 
others with access to their entire electricity data at the 
potential expense of privacy, users should be better able 
to choose which aspects of their data they disclose to 
whom; increasing control and potentially willingness to 
share. 
Encouraging users to think in terms of “packets” of data 
may also serve to bypass some of the concerns that some 
participants voiced about sharing dollar values related to 
their electricity bills with friends face-to-face. For 
example, sharing information such as the amount of 
money spent on interior lighting over one week may be 
more acceptable to disclose among friends than the total 
dollar value of their quarterly electricity bill. Providing 
users with this affordance may serve to bypass 
embarrassment and inspire enquiry and discussion. This 
approach applies not only to sharing socially with friends, 
but to a wide variety of information sharing transactions 
with third parties such as energy utilities or private 
businesses which are considered likely to become far 
more commonplace in the new era of visible and sharable 
electricity information (Quinn 2009, Rodden et al., 2013). 
Design Suggestion 4: Turning it upside down- the 
effect of privacy on energy use 
Finally, where privacy is mentioned in the literature in 
relation to energy use, it is likely to be in the context of 
how the attribution or distribution of energy-use 
information may lead to privacy concerns (Froehlich et 
al., 2012, Quinn 2009). We are not yet aware, however, 
of research on the ways in which pre-existing privacy 
concerns may affect energy consumption in the home. 
Our findings suggest the relationship between privacy and 
energy consumption may be bi-directional, i.e. not only 
can energy consumption information give rise to privacy 
concerns, but existing privacy concerns may affect how 
energy is used. An example of this was G1P18 who chose 
to dry her laundry mechanically indoors rather than 
allowing the neighbours to see her families’ clothes on 
the washing line outdoors. This existing concern 
unrelated to electricity was considered likely to affect her 
energy bill due to the resultant reliance on mechanical 
clothes drying. This underscores the importance of taking 
a holistic view of privacy in the context of collective 
information practices (Barkhuus 2012, Dourish and 
Anderson 2006, Palen and Dourish 2003). As such, we 
suggest that further research is warranted into whether 
and how existing privacy concerns tied to everyday 
practices impact upon a families’ energy consumption. 
Conclusion 
This paper presents an outline of the privacy issues 
specific to eco-feedback installed in the family home. 
While privacy was not generally conceptualised by 
participants as a major consideration, our findings 
highlight firstly; the unexpected and varied ways in which 
privacy concerns can arise, and secondly; the low 
likelihood of these being anticipated by users. This 
underscores the merit in approaching privacy as complex 
contextual concept and thus the importance of a holistic 
approach to the study, utilising lived experiences of 
whole families. Rather than an afterthought or 
observation, this study advocates the inclusion and 
exploration of privacy considerations from the outset of 
the design process. 
Sharing eco-feedback information through existing 
communication channels such as social media shows 
promise as a means of engaging users and better 
informing consumption decisions, but only provided 
privacy and control are adequately maintained. Based on 
existing collective information practices around social 
media, we advocate one means of achieving this may be 
encouraging users to disaggregate and censor what data 
that they share, rather than who they share it with. 
This paper has outlined some suggestions for privacy in 
design in what is an exciting and nascent field of enquiry. 
These suggestions recognise that people often live in 
households and that practices within households are 
idiosyncratic. Privacy concerns relate to individual and 
household practices and future research needs to explore 
how to support effective awareness and choice regarding 
energy consumption while supporting privacy in relation 
to practices, where this is desired. 
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